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Standards by ISO/IEC JTC 1/SC 27

ISO/IEC 27000:2018

Information security, cybersecurity and privacy protection — Information
security management systems — Overview and vocabulary

ISO/IEC FDIS 27000 [Under development]

Information security, cybersecurity and privacy protection — Information
security management systems — Overview

ISO/IEC 27001:2022

Information security, cybersecurity and privacy protection — Information
security management systems — Requirements

ISO/IEC 27001:2022/Amd 1:2024

Information security, cybersecurity and privacy protection — Information
security management systems — Requirements — Amendment 1:
Climate action changes

ISO/IEC 27002:2022

Information security, cybersecurity and privacy protection — Information
security controls

ISO/IEC 27003:2017

Information technology — Security techniques — Information security
management systems — Guidance

ISO/IEC CD 27003.2 [Under development]

Information technology — Security techniques — Information security
management systems — Guidance

ISO/IEC 27004:2016

Information technology — Security techniques — Information security
management — Monitoring, measurement, analysis and evaluation

ISO/IEC CD 27004 [Under development]

Information technology — Security techniques — Information security
management — Monitoring, measurement, analysis and evaluation
[SO/IEC 27005:2022

Information security, cybersecurity and privacy protection — Guidance on
managing information security risks

ISO/IEC 27006-1:2024

Information security, cybersecurity and privacy protection —
Requirements for bodies providing audit and certification of information
security management systems — Part 1: General

ISO/IEC 27007:2020

Information security, cybersecurity and privacy protection — Guidelines
for information security management systems auditing

ISO/IEC CD 27007 [Under development]

Information security, cybersecurity and privacy protection — Guidelines
for information security management systems auditing
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ISO/IEC TS 27008:2019
Information technology — Security techniques — Guidelines for the
assessment of information security controls

ISO/IEC CD TS 27008.3 [Under development]
Information technology — Security techniques — Guidelines for the
assessment of information security controls

ISO/IEC 27010:2015

Information technology — Security techniques — Information security
management for inter-sector and inter-organizational communications
ISO/IEC 27011:2024

Information security, cybersecurity and privacy protection — Information
security controls based on ISO/IEC 27002 for telecommunications
organizations

ISO/IEC 27013:2021
Information security, cybersecurity and privacy protection — Guidance on
the integrated implementation of ISO/IEC 27001 and ISO/IEC 20000-1

ISO/IEC 27013:2021/Amd 1:2024

Information security, cybersecurity and privacy protection — Guidance on
the integrated implementation of ISO/IEC 27001 and ISO/IEC 20000-1 —
Amendment 1

ISO/IEC 27014:2020
Information security, cybersecurity and privacy protection — Governance
of information security

ISO/IEC TR 27016:2014
Information technology — Security techniques — Information security
management — Organizational economics

ISO/IEC 27017:2015
Information technology — Security techniques — Code of practice for
information security controls based on ISO/IEC 27002 for cloud services

ISO/IEC FDIS 27017 [Under development]
Information security, cybersecurity and privacy protection — Information
security controls based on ISO/IEC 27002 for cloud services

ISO/IEC 27018:2025

Information security, cybersecurity and privacy protection — Guidelines
for protection of personally identifiable information (Pll) in public clouds
acting as PIl processors

ISO/IEC 27019:2024

Information security, cybersecurity and privacy protection — Information
security controls for the energy utility industry

ISO/IEC 27021:2017
Information technology — Security techniqgues — Competence
requirements for information security management systems professionals

ISO/IEC 27021:2017/Amd 1:2021

Information technology — Security techniques — Competence
requirements for information security management systems professionals
— Amendment 1: Addition of ISO/IEC 27001:2013 clauses or subclauses
to competence requirements
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ISO/IEC TS 27022:2021
Information technology — Guidance on information security management 90.60
system processes

ISO/IEC CD TR 27024 [Under development]

Information security, cybersecurity and privacy protection — Government
and regulatory use of ISO/IEC 27001, ISO/IEC 27002 and other information
security standards

ISO/IEC DIS 27028.2 [Under development]
Information security, cybersecurity and privacy protection — Guidance on 40.20 35.030
using information security control attributes

ISO/IEC 27031:2025

Cybersecurity — Information and communication technology readiness  60.60 35.030
for business continuity

ISO/IEC 27032:2023
Cybersecurity — Guidelines for Internet security

ISO/IEC 27033-1:2015
Information technology — Security techniques — Network security — Part 90.93 35.030
1: Overview and concepts

ISO/IEC 27033-2:2012
Information technology — Security techniques — Network security — Part 90.60 35.030
2: Guidelines for the design and implementation of network security

ISO/IEC 27033-3:2010

Information technology — Security techniques — Network security — Part
3: Reference networking scenarios — Threats, design techniques and
controlissues

ISO/IEC 27033-4:2014

Information technology — Security techniques — Network security — Part 90.93 35.030
4: Securing communications between networks using security gateways

ISO/IEC 27033-5:2013

Information technology — Security techniques — Network security — Part
5: Securing communications across networks using Virtual Private
Networks (VPNs)

ISO/IEC 27033-6:2016

Information technology — Security techniques — Network security — Part 90.93 35.030
6: Securing wireless IP network access

ISO/IEC 27033-7:2023

Information technology — Network security — Part 7: Guidelines for 60.60 35.030
network virtualization security

[SO/IEC 27034-1:2011

Information technology — Security techniques — Application security — 90.93 35.030
Part 1: Overview and concepts

ISO/IEC 27034-1:2011/Cor 1:2014

Information technology — Security techniques — Application security — 60.60 35.030
Part 1: Overview and concepts — Technical Corrigendum 1

ISO/IEC 27034-2:2015

Information technology — Security techniques — Application security — 90.93 35.030
Part 2: Organization normative framework
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ISO/IEC 27034-3:2018
Information technology — Application security — Part 3: Application 90.93 35.030
security management process

ISO/IEC 27034-5:2017

Information technology — Security techniques — Application security — 90.93 35.030
Part 5: Protocols and application security controls data structure

ISO/IEC 27034-6:2016

Information technology — Security techniques — Application security — 90.93 35.030
Part 6: Case studies

ISO/IEC 27034-7:2018

Information technology — Application security — Part 7: Assurance 90.93 35.030
prediction framework

ISO/IEC TS 27034-5-1:2018

Information technology — Application security — Part 5-1: Protocols and 90.60 35.030
application security controls data structure, XML schemas

ISO/IEC 27035-1:2023

Information technology — Information security incident management—  60.60 35.030
Part 1: Principles and process

ISO/IEC 27035-2:2023

Information technology — Information security incident management—  60.60 35.030
Part 2: Guidelines to plan and prepare for incident response

ISO/IEC 27035-3:2020

Information technology — Information security incident management—  90.60 35.030
Part 3: Guidelines for ICT incident response operations

ISO/IEC 27035-4:2024

Information technology — Information security incident management—  60.60 35.030
Part 4: Coordination

ISO/IEC 27036-1:2021

Cybersecurity — Supplier relationships — Part 1: Overview and concepts
ISO/IEC 27036-2:2022

Cybersecurity — Supplier relationships — Part 2: Requirements

ISO/IEC 27036-3:2023

Cybersecurity — Supplier relationships — Part 3: Guidelines for hardware, 60.60 35.030
software, and services supply chain security

ISO/IEC 27036-4:2016

Information technology — Security techniques — Information security for 90.93 35.030
supplier relationships — Part 4: Guidelines for security of cloud services

ISO/IEC 27037:2012

Information technology — Security techniques — Guidelines for 90.60 35.030
identification, collection, acquisition and preservation of digital evidence

ISO/IEC 27038:2014

Information technology — Security techniques — Specification for digital 90.93 35.030
redaction

ISO/IEC 27039:2015

Information technology — Security techniques — Selection, deployment 90.60 35.030
and operations of intrusion detection and prevention systems (IDPS)
ISO/IEC 27040:2024

Information technology — Security techniques — Storage security

60.60 35.030

60.60 35.030

60.60 35.030
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https://www.iso.org/home/developing-standards/resources/stage-codes.html#60.60
https://www.iso.org/ics/35.030.html
https://www.iso.org/standard/82060.html?browse=tc
https://www.iso.org/home/developing-standards/resources/stage-codes.html#60.60
https://www.iso.org/ics/35.030.html
https://www.iso.org/standard/82890.html?browse=tc
https://www.iso.org/home/developing-standards/resources/stage-codes.html#60.60
https://www.iso.org/ics/35.030.html
https://www.iso.org/standard/59689.html?browse=tc
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https://www.iso.org/ics/35.030.html
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https://www.iso.org/home/developing-standards/resources/stage-codes.html#90.93
https://www.iso.org/ics/35.030.html
https://www.iso.org/standard/56889.html?browse=tc
https://www.iso.org/home/developing-standards/resources/stage-codes.html#90.60
https://www.iso.org/ics/35.030.html
https://www.iso.org/standard/80194.html?browse=tc
https://www.iso.org/home/developing-standards/resources/stage-codes.html#60.60
https://www.iso.org/ics/35.030.html
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ISO/IEC 27041:2015

Information technology — Security techniques — Guidance on assuring
suitability and adequacy of incident investigative method

ISO/IEC 27042:2015

Information technology — Security techniques — Guidelines for the
analysis and interpretation of digital evidence

ISO/IEC 27043:2015

Information technology — Security techniques — Incident investigation
principles and processes

ISO/IEC DIS 27045 [Under development]

Information security, cybersecurity and privacy protection — Big data
security and privacy — Guidelines for managing big data risks

ISO/IEC 27050-1:2019

Information technology — Electronic discovery — Part 1: Overview and
concepts

ISO/IEC 27050-2:2018

Information technology — Electronic discovery — Part 2: Guidance for
governance and management of electronic discovery

ISO/IEC 27050-3:2020

Information technology — Electronic discovery — Part 3: Code of practice

for electronic discovery

[SO/IEC 27050-4:2021

Information technology — Electronic discovery — Part 4: Technical
readiness

ISO/IEC 27070:2021

Information technology — Security techniques — Requirements for
establishing virtualized roots of trust

ISO/IEC 27071:2023
Cybersecurity — Security recommendations for establishing trusted
connections between devices and services

ISO/IEC DIS 27090 [Under development]

Cybersecurity — Artificial Intelligence — Guidance for addressing security

threats and compromises to artificial intelligence systems

ISO/IEC DIS 27091 [Under development]
Cybersecurity and Privacy — Artificial Intelligence — Privacy protection

ISO/IEC 27099:2022

Information technology — Public key infrastructure — Practices and policy 60.60

framework

ISO/IEC TS 27100:2020
Information technology — Cybersecurity — Overview and concepts

ISO/IEC 27102:2019

Information security, cybersecurity and privacy protection — Guidelines
for applying ISO/IEC 27001 and related standards in support of cyber
insurance

ISO/IEC AWI 27102 [Under development]

Information security, cybersecurity and privacy protection — Guidelines
for applying ISO/IEC 27001 and related standards in support of cyber
insurance
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ISO/IEC TS 27103 [Under development]
Cybersecurity — Guidance on using ISO and IEC standards in a
cybersecurity framework

ISO/IEC TR 27103:2018
Information technology — Security techniques — Cybersecurity and ISO
and IEC Standards

ISO/IEC AWITR 27109 [Under development]
Cybersecurity education and training

ISO/IEC TS 27110:2021
Information technology, cybersecurity and privacy protection —
Cybersecurity framework development guidelines

ISO/IEC CD TS 27115 [Under development]

Cybersecurity evaluation of complex systems — Introduction and
framework overview

ISO/IEC 27400:2022

Cybersecurity — loT security and privacy — Guidelines

ISO/IEC 27402:2023

Cybersecurity — loT security and privacy — Device baseline requirements

ISO/IEC 27403:2024

Cybersecurity — loT security and privacy — Guidelines for loT-domotics
ISO/IEC 27404:2025

Cybersecurity — lol security and privacy — Cybersecurity labelling
framework for consumer loT

ISO/IEC TR 27550:2019

Information technology — Security techniques — Privacy engineering for
system life cycle processes

ISO/IEC 27551:2021

Information security, cybersecurity and privacy protection —
Requirements for attribute-based unlinkable entity authentication

ISO/IEC 27553-1:2022

Information security, cybersecurity and privacy protection — Security and

privacy requirements for authentication using biometrics on mobile
devices — Part 1: Local modes

ISO/IEC 27553-2:2025

Information security, cybersecurity and privacy protection — Security and

privacy requirements for authentication using biometrics on mobile
devices — Part 2: Remote modes

ISO/IEC 27554:2024

Information security, cybersecurity and privacy protection — Application
of ISO 31000 for assessment of identity-related risk

ISO/IEC 27555:2021
Information security, cybersecurity and privacy protection — Guidelines
on personally identifiable information deletion

ISO/IEC CD 27555 [Under development]
Information security, cybersecurity and privacy protection — Guidelines
on personally identifiable information deletion
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https://www.iso.org/standard/82891.html?browse=tc
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ISO/IEC 27556:2022
Information security, cybersecurity and privacy protection — User-centric 60.60 35.030
privacy preferences management framework

ISO/IEC 27557:2022

Information security, cybersecurity and privacy protection — Application 60.60 35.030
of ISO 31000:2018 for organizational privacy risk management

ISO/IEC 27559:2022

Information security, cybersecurity and privacy protection — Privacy 60.60 35.030
enhancing data de-identification framework

ISO/IEC CD 27560 [Under development]

Privacy technologies — Consent record information structure
ISO/IEC TS 27560:2023

Privacy technologies — Consent record information structure

ISO/IEC 27561:2024

Information security, cybersecurity and privacy protection — Privacy 60.60 35.030
operationalisation model and method for engineering (POMME)

ISO/IEC 27562:2024 03.060
Information technology — Security techniques — Privacy guidelines for 60.60 35.030
fintech services 35.240.40

ISO/IEC TR 27563:2023
Security and privacy in artificial intelligence use cases — Best practices

ISO/IEC TS 27564:2025

60.60 35.020

Privacy protection — Guidance on the use of models for privacy 60.60 35.030
engineering

ISO/IEC 27565 [Under development]

Information security, cybersecurity and privacy protection — Guidelines  60.00 35.030

on privacy preservation based on zero-knowledge proofs

ISO/IEC 27566-1:2025

Information security, cybersecurity and privacy protection — Age 60.60 35.030
assurance systems — Part 1: Framework

ISO/IEC CD 27566-3 [Under development]

Information security, cybersecurity and privacy protection — Age 30.60

assurance systems — Part 3: Approaches to analysis or comparison
ISO/IEC WD TS 27568 [Under development]

Security and privacy of digital twins

ISO/IEC TS 27570:2021

Privacy protection — Privacy guidelines for smart cities

ISO/IEC WD 27573 [Under development]

Privacy protection of user avatar and system avatar interactions in the 20.60

metaverse

ISO/IEC AWI 27574 [Under development]

Information security, cybersecurity and privacy protection — Privacy in 20.00

brain computer interface (BCl) applications

ISO/IEC 27701:2025

Information security, cybersecurity and privacy protection — Privacy 60.60 35.030
information management systems — Requirements and guidance

90.93 35.030
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ISO/IEC 27706:2025
Information security, cybersecurity and privacy protection — 60.60 35.030
Requirements for bodies providing audit and certification of privacy T 03.120.20

information management systems
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